On Monday, August 25, 2008 at approximately 1:48PM, an occurrence of a fraudulent phishing e-mail correspondence was reported to Farmers & Merchants Bank by a non-customer of the bank.  Numerous calls & e-mail correspondence have been subsequently received by the bank, reporting the same occurrence of a fraudulent phishing e-mail.

On behalf of the Farmers & Merchants Bank, our bank did not issue this e-mail correspondence originating from info@farmersandmerchantsbk.com to any customer or non-customer of our bank institution.   Additionally, our bank did not extend, provide, or have compromised the e-mail address of any intended e-mail recipient receiving this random fraudulent phishing e-mail correspondence.   Farmers & Merchants Bank would never request at any time for their customers or cardholders to provide secure information to the bank via e-mail correspondence, and does not support a 1-800 number for this purpose nor have a Fraud Prevention Security Department as referenced in this fraudulent correspondence. 
The subject line of the e-mail, New Messages, is addressed to Dear Cardholder, and requests for immediate action to contact 1-800-975-3809 or 1-866-225-6219 regarding recent activity on your account.   The automated answering system only identified as Card Activation Center, communicates it never asks for your personal information like Social Security Number, and continues to prompt for entry of the 16-digit card number, Personal Identification Number (P.I.N.), and card expiration date.   
PLEASE DO NOT respond or provide any information regarding this phishing e-mail scam as Farmers & Merchants Bank did not request this information or execute the transmission of this e-mail correspondence.

In the event, you mistakenly provide secure card information to these automated telephone systems, immediately contact Farmers & Merchants Bank Bookkeeping Department at 410-517-3065 to de-activate your cardholder account to avoid fraudulent transactional activity to your account.  In the event, the bank is closed, you may contact the bank’s processor, Fifth Third Bank at their Lost/Stolen Department at 1-800-528-2273, 24-hours-a-day.    

Christopher T. Oswald, S.V.P.-Chief Operations Officer (Security Officer)

Farmers & Merchants Bank

08/25/08   4:05PM EST

